
Ironstream for Kafka
 Flexible integration of IBM i and mainframe machine data into Kafka  

Completing the Picture for IT Analytics 
You have carefully selected and implemented leading solutions 
to support your key IT analytics and security management 
objectives. And you have no doubt invested a lot of time and 
effort to integrate and streamline those platforms, because you 
understand that data and process silos just don’t make sense. 

But you may be struggling to integrate your IBM i and mainframe 
systems, due to their unique and complex operating systems 
and data structures. Extracting IBM system security and 
operational log data requires specialized knowledge and 
skills, and delivering that data to your IT analytics and security 
systems stubbornly defies automation.  

You simply cannot leave those systems to be managed as  
silos. Yet, even the most successful attempts to tie them in  
using customized manual processes still leaves you with  
“semi-silos” operating on the periphery of your otherwise 
integrated operations.  

Eliminate IBM System Integration Barriers 
The answer to your IBM i and mainframe integration challenges 
is Ironstream for Kafka. 

Like thousands of IT professionals around the world, you likely 
already use Apache™ Kafka to integrate and harmonize 
applications and platforms across your entire enterprise IT 
infrastructure because of its flexible and scalable, topic-based 
information streaming architecture. You may in fact, already 
be using Kafka to customize vital information flows to your IT 
security and operations analytics platforms for enhanced results.   

With Ironstream for Kafka, you can quickly and easily integrate 
your IBM systems as well. Ironstream’s tight, out-of-the-box 
integration with Kafka makes it quick and easy to start 
collecting, transforming and securely streaming operational  
and security data from your IBM systems into SIEM, ITOA  
and other analytics platforms. 

Benefits  

• Real time streaming of IBM i and mainframe logs and 
machine data to Kafka topics

• Advanced IBM systems log data filtering and 
formatting capabilities for focused, targeted delivery  
to analytics platform-specific Kafka topics

• Asynchronous access to unified data: Delivery to 
Kafka topics allows different platforms to access  
IBM systems data at different times, based upon 
urgency of need

• Delivery via Kafka topics simplifies scaling up for 
additional queues and higher throughput volume, 
without impacting IBM i or mainframe production
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Powerful IBM Systems Integration Technologies 
With extensive support for critical IBM i and mainframe data 
sources, Ironstream for Kafka automates the collection, filtering 
and delivery of the full array of IBM systems machine data and 
logs into convenient and familiar Kafka topics.  

Maximize the enterprise-wide effectiveness of your IT analytics 
and security platforms while achieving measurable operational 
efficiency gains from complete, automated, flexible and scalable 
integration with your IT security, operations analytics, and other 
analytics platforms.  

• Correlate and display IBM i and mainframe security 
information, including QAUDJRN and System Audit Journals, 
RACF, Syslog, and Log4j data, and more, right alongside 
security data from distributed platforms

• Map KPIs for IBM systems performance to critical business 
services by streaming key operations data in real time, 
including CICS, QSYSOPR, RMF, IMS and Db2 database 
metrics, and much more, for total visibility into IT configuration 
mapping and service delivery

• Logstream SMF collection enables asynchronous collection  
of SMF data in high transaction rate mainframe systems,  
to ensure application performance and low latency

• Ironstream API enables mainframe COBOL, REXX, and 
Assembler applications to directly forward application  
data to analytics platforms for enhanced visualization  
of application information

• Mainframe zIIP Processors are intelligently utilized to reduce 
CPU consumption and minimize overhead associated with 
capturing and forwarding data to analytics platforms
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Comprehensive Coverage 

Supports vital IBM i log and machine data sources 
including: 
• Operating System 
• Message Queue Data 
• System Audit Journal 
• Custom Data 
• History Log (QHST) 
• System Performance Data 
• Custom Data 
• IFS logs
• Job logs
• and much more… 

Supports all critical IBM mainframe z/OS  
data sources including: 
• SMF and Syslog records 
• Security information from RACF, ACF2, and Top Secret 
• Resource Measurement Facility III data 
• IMS log data 
• UNIX Systems Services (USS) and Log4J files 
• Network-performance data


